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^-1- ^*fl ^^€ = 1- 31^3 ^j=ts. ^^efl^Bell- ^ 

^ilS ^I^fe H5^^ ^-^^r ^el^fe 1*V £fH^ 1*> ^ofl 

^l^Rr ^<ffl^l# ^wlW. -& ^o\] s]*}^, €^#33 Hem # 

#4. ^ 50^711^ i-g- ^ siq-. 

£ 5 
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^^lt H^t ol-g-tb 2fl3!£~fr#*l ^ "^{Apparatus and method for packet 
classification using Field Level Trie} 
[5:130] ##*V ^] 

£ 2^ ^efl^ ^^rf^^H efloi^] -loj^ ^&)# uh^-iflxr H^, 

£ 3^ ^efls] ^^^^ofl^ 1-5.^- (recursive flow) -g-fr^] ^ell- 

£ 4tt iEefll ^l-g-tr «-g~rHf*l^ 

£ 6^ i 22] ^7l# l£sfllB2]S c-flolBl 

TCAMCTernary Content Addressable Memory)^- ^>-§-«fl^i ^^ftr n^S., 

51 8a^ £. 5^ ^<ffl^lifl^ 31^1^-8: ^sfl pMhs. <?fl;*HH 
k-way search* ^^^M -^S., 

£ 8b^- £ 5^ ^<a^l^^l efl^l^-i- 4°las <a*HH 
k-way searchl- ^^*>7l ^tr e];si°l t}. 
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^E^^ ^-o. ^.Al^^eflo]]^ 5fl^-i- *|e)^-6|j ^^H, o^^efl^ 
31a_V*H sfl^S.^ f^V i^J= ZfzHM o]±_ #S| ^= SL^ ^ £. 
^£l*flo) ^T5}7\] ^Cf. A^flc^ 7\ sfl^Sj ^ofl oli- 

4. 

°lHfl^ IP ti]B*-)H^HH ^>-g-*Hl^l efl^t <H^B] ^(service level 

aggrements), VPN, QoS ^ t-^ ^€ >H«1^# Xl^^l iflSfM <S ^ 

3fe IP sfl^* €*Rr n*eH -S-ff-t- ^ &M<>> o]» ^(packet 
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classification)^ *H , sfl^-fr^- ^ Bfl^ifl ^ ^ ^ = ^1 %^^o> ^ 

# ^= ^-^(multi-field lookup)^*}. 
<i4> cfA] sfl^i« 7]^^ IP o]£^ ^<$(IP destination address 

lookup)^ !kz\ s}uf^ afl^ ^ = 31 ^(source address), -^3*1 ^^efli 

(destination address), SSSf ID(protocol ID), iB^S^port number) -§-^1 c^z] 

3# IAS ^ on- rfltr <2^51 -*Mrtr ^*cH^. 

<16> 71^ ^ ^71^ 4)« aiofl ufEf^cf. 

<17> [£. 1] 



Filter 


VI 


n 


Rl 
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11* 


R 2 


00* 


1* 


R 3 


10* 


1* 


R4 


0* 


01* 


R 5 


0* 


10* 


R 6 


0* 


1* 


R 7 


* 


00* 



(grid-of-trie)S. tfl&^Tr ^#3^ °c v ^4, £ 2^ sfl^l^ ^-^ (range lookup)^S tfl 

7l^^o] « o >^ > £ 30^ e^Ajy. ^(recursive flow 

classification)^, cfls.^^- f^-f^l $XA. 



28-6 



1020030012902 <£t\: 2003/9/1 

<i9> o] ^, ZLe|^-^.ti.-HBl cfloiE^s^ A%- He) 54- ^-H-f-M Be] ^ 

3H:n, 0(dW)^ ¥M ^#;£<4 O(NdW)^. 4^J-£1- #tt4. °] ^ 

2i$\% 5£^]Ei» cflolE-l^-S^ lE^JlS*] «g<H^lcf. ZLBiq-, 
«lHefl^l^i 2:^-5171 ufl-g-afl, 0(NdW)£] 7-R> f-l&l Sf^^r «1 B 

<2o> sfl^^- ^fjfetfl 5£<>H *fls.e|£i7l, ^-W^^, ^-a ^s.^, 

^^(High performance) 4 storage limitation)^ £-*fll- sfli^b 33 °1 irA^-th 

<22> ^5^, a. M}-^ # 7 | «fl^^>7l ^*fl, ^efl^l A}~§-£ WlH^^l Sfil 

7} ^^^^ He^l- ^A^ji, TCAM k-way °l-g-*H AA Hej^i ^ 

eflo]^ tHMr, ^E] 7 fl^ ^jel^ EEHFLT: field-level 

trie)!- oj-g-tr ^fl^^^l ^ "<H^ ^1^>^ 3}* ^ilS fVcf. 

<23> Aj-7] JH.;*^ ^^>7l ^*fl, ^ ^E]^ = l- sfl^jo. 3^ 

t^wM, IP ^i^mAA ^^-efl^ EflsS]^- ^<84r *]E|*Kr 1*}- 
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< 24 > ^-71 ^-^-<a^l^ ^-fh ^is^l- ^al^vq-. 

<25> Sf, ^71 ^^ElY^ ^71 ^ff-°3*l£r «S2=7||^ Blil fltj.. 

<26> ^>7l 1*}- ^-^fe = ^Bfl^ ^^>J1 3^*Rr TCAM^- A>-g- 

<27> t ^7} 1%\ -g-^-^ -g-JE * i^^l t4^ 3^ k^M- £±r k-way search 

<28> t£*h %7] ^-7} 7fl^ B^* ^ 4I-7] 4*-^ ^^^l^l 

<29> Aj- 7 ) lEe^EelH ^ D |o] ^c 7 |. Aj-^^^oll ufEfufjl *)] 2ZLf-^ ^£L^ 

<30> ^-7] lEEflfB^^ <>|^ efl^H 27flSl k£7} ^-f-£] 7>-^i,= l- 7>*1 ^ , 
<3i> ^=^l*iBHl^ £2]^i eflf^ ^ S^^Kg. 

<32> Aj-7] cf^- -H-^ ^^>7l ^*fl, « ^Ff^^l &°H, 
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31;^ H^^^ ^-<S°1 eflo]^l *fl 3^1;!- S.^}^ ^ = 

<33> cf^-^. -s. ^ofl n}^ ^ a^ofi af^- HBl* °l-g-tr 4 ^-g~f!-#*H tfl 

<35> £ 4 ofl q-^^fl ^<H1 i4€- € = Self ol-g-1* sfl^^-^m ^ 

^^-^(10)2}- 7fl^ ^^^1(20)^- ^tilW. 

<36> ^^^H-( 10 )^ FLTCField Level Trie) HH^i ^ ^ ^r^^Ji, <=>} 

1- 7>^H ^f<?M(20Hl ^^*Vcf. 7\^q\ olE^lol^ofl ^<a^l(20) 

<37> Jl^/^ol e^E^Ai , 311^1 Z^o] 5|o] jj.tr o^l^ ^o_ V ^ o.^ ^ ^ ^ 

^14. ^B-jsL, Z]-Z|-cj 2}0]J>=^ ^^J£ tfl^ -g^o^*- Z>^Cf. ^ 

<38> t^ofl 4^- ^ = efl*§ ol-g-*V sfl^i ff« 0 VA]A TCAM 7l^a!f k-way 3^ 

* =el^i ^lsl-sq- 31<y*l ?^imt cHFfe 

<39> ZLSiM-, C-flolEi ^-S^b ^^^c>|o>^- ^J17> ^Cf. -g-ff- 

4. 
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B€ ^-S.7V §1^- nfl ^^*Vcf. .£ 6 ^7] J= 8^ ^ofl a). = £\)o]b] u}-Efvfl 
^, £ 6°fl M-£]-\H ^Sfe- ^^(lO^H ^)^JL, 5L 7, £L 8a ^ b^l ^ 

<43> t£AjSl cflolE^ z^s] i^^oll !--§- 7^^- ^i^r £ 8a ^ b<Hl 

= k-way ^ 3E«?lB^7l- ^ ^1^1 (20)°fl *\ -fM^T}. 

<44> (10)^ 73 a) ^All- £S£ 7}j^ B^(12)S -f-*fl £-ff-<a^l (20H 

-5L\H4. ^-^-<a^l(20)ol ^£51 (^/5E^ TCAM)^ ^^>£ 

<45> £ 5^ £ 4^1^i -^fr<?31*}(20)^ ^.^olc]-. 

<46> 7 fl>i ^-^-^1^1(20)^ IP oj ^efli i^ssl^ Sel^^ ^-i: 

*13*Rr ^(21)4 17}- £-ff-^ 7| °l7]c5H ^ 27> T^Rr -^-g- 

(22)^S 27>^ofl ^o^, eflcl^l ^-^J^^l- 7^*1-71 #n sfl# 

<47> 27> -g-frl- ^*flA^ -g-51 ^ ^^ofl afe} k ^ tv^ k-way search*^ -8: 
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^-^-^^1(20)^ g-ff- HS^H(32)3j- TCAM(41)4 ^3 SI ^£5] (SDRAM ^/2L^ 
SSRAM)(42)« ^«l*Rr <qjf ^laels. 

^ff- H^H(32)^r n *}°l33. <a^l(31)4 ^fls.^ ^]E^lo]i(30)o) ^ 

91 ^-^^ RISC HS^A-lolrf. molEi ^^-^lasl(40)^ ^ 

<a*!(31)£- flel -f-^-ofl tB^H *1H ^>ji iie] ^lB]5|]ol> 1 (32)« 

n>o] HS <a^](31)£- HS^i ^ls}-^ 3^*11 k^J=l- , 

TCAM(4lH iLW. TCAM(41)^r ^^Jl ZL ^^^fl ^HS. <ffl#(31) 

= k-way ^^^1 tfl^H 2^fl*Kr ^1 iL^H4. -£ 5<^l^i *>q-<>l *H35. *jl 

^ H^fl <EHH ^g^^l ^-g^Cf. ZLSiM-, ^^HH, ^ufo} p].o] 3 

3. ^7fl^ ^JEL* ^-g-^" ^ ^Cf. P>olii S ojl^^l ^ Z^o} ^6\]A] ^jj 

^Bl^*Vcf. ai^hhi ^}c^ 73A]ai-g-oi ^-i- nfl ^^7V^-^>cf. b) *fls.eHH til 
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<52> 



^ 31^ He] ^ ^sfe 4# ^ <5>jl z^-z]- 

47flS] 77fl-Sl ^71^ «a^7> S. 2^1 S^SH 5U4. 

<55> [fi 2] 



<53> 



<54> 



Rule 


Pi 


P2 


F3 


F4 


Ri 


00* 


110* 
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[10,12] : 


R 2 


00* 


11* 


14,8] 


15 


R 3 


10* 


1* 


7 
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R 4 


0* 


01* 


10 


[10,12] 


R 5 


0* 


10* 


[4,8] 


15 


Re 


0* 


1* 


10 


[10,15] 


R 7 


* 


00* 
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15 



<56> 



<57> 



3. 2<%*\, *]^r 27fl^ 3gi=(Fl, F2)^r ^-^ms\31 *}*]*}- 2 7fl<2] ^JEL 

(F3, F4)^ e]]<?]^S. ^*HS^tK oj-i- FLT jl c-flojE^ ^S£7> £ 6<i JEA]5]<H 

€4. 
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<58> c]~g-^ 5= qs] |£S|11H2121 eflolEi ^2£f 

C-flolEi ^S^r ^£4. 
<59> i. ^£Lefl»iB^^ ^SS. ^S.^ S*]5^cf. €^ 

(d)<4 ^-4. £ 6 cq F1°1H F4?}*1 47fl£] i^j= eflsgo] ojcf. £ 6«fl 

<61> 3. ^^2] a(^H^=^ lefl^ofl ^AS ^^4)^ ^= a <^l 

2.^ »^ Fi€-^ i+l«l*il efl^H ^ ^-ItEf ^tb^k 

<62> Fi^ S-^ofl ^T^H ^^o)l cfl«}- 27fl^ Cf^- 4^ o] 

<63> (a) Fi7> 5Le^^3. a $\ *H^je.<^ ^ Fi^l 4^- 

^4 ^7fl ^-Cf. ZLSlH, Z}-Z]-o] xHtEb 4^- 4^4. *f 

(r)(r£- SEtl" aofl5L ojtf)^ pi^ol ^4 P S>) ^cf. 

<64> ojll- £ 6°1H £L^- 77fl Sf-Sj-Jl, Fl 47fl^ t}S. 

He^i * , 0* , 00* , 10* 7} 9X°]*\, 47fl^ *H i^=7> ^^4. 
<65> 0* )^ oi^ L^EL(x)t7 47fl^] #(R1~R7)^- i^-*Vcf. R4~ 

R6^ Fl^ 0* °}JL, ^ol4. R7 cq F l^ * o]ji, ^ 

0*9] &£\&^o)v\ 
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<66> (b) Fi7> efl<?l;*HH ^-^s)-^^, 31*1*1-1- ^*HeKH ^HJ-jI, & ^lH^l ^ 
* <2^f. zJ-zJ-SJ ^tJ(i), ^^(b)7> »(r)^r b^l 1-^1 H^l 

JL, Fi^^] ^Sfl l^sHS 1# ofl* ^=( y )^ 

[10, 10]-g- #ul ^ S<?]B<?] i^=(y') ( ^[6,6]* £fe ^J=(y"«) ^ ^[4,5]^. 
[6,7]^- ^L(y")3l 37fl5l ^^*Vcf. 

<67> iai^fl efl^oflA^ ^£L( a )^ »AflB^r ^ efllH 2^=^ f/ils ^ofl^ 

ic=(a)7> ^SlJL, ZL7A^r ±IL7} t}-# i^ofl *1 3 ^ nfl ^ 

i^]E^ -H-a}^^!^;, zie]=-j2.w.-H&i7> til Belial a] 2^= ^-fr-I- 

-fhb 1- 4^>» ^ <r &7l 7fl^^n> #7>*>Cf. 
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<7i> S 2<H1 M-Bf^l ^7H1 $\o]a] , F14 F2^ *fl lZLf-ojji, F3^ F4^r A] 2=L^-o)t\- 

<72> 3-*] a^A l£f Sf-^ *tf Hfl , TCAMtt He^i* ^ 

nff ^^^>7l ^<sfl AV-g-^cf. c^o], TCAM^ -g-A]o]l cf^ ^ = # ^-g-^- <^ 
^UH^l, ^j=o] ^e]^ ^1 thd^ tjflsel ^ofl ^ ^ XI 

<73> E 7^ £ 6S] ^-^^ ^tb tflolE^SC^, ellll, 2)« £ 5^ ^-^-<a^l 

TCAM(Ternary Content Addressable Memory)* A>-g-^flA^ ^JE^t}. -E 7 

o]H, Fl, F2 ^JElofl tfl<5H ^1 S>ufo} efl^^Vo] ^fl*Vcf. J^E^e^. £ 5<HH *\] 

F1/F2 iEB^i^ °l^tr xce)^^^ TCAM°fl •*! oflHE^ ^H^l^o] 

Ai ^.ELfi} HB^^^hl- ^trt}. 3.^ = eM^K°r TCAAHH ^e^i Q°}7\ #± 

°J^olcf. £ 7<Hl^i H^^SSl tfltr TCAM^l -s^S-cr 5. 3°fl M-EfM- &Ct. 

2efltollA^ q^ig. ^j=^ ^^21 ^e)^* Tjl^tr^ ^€4. 
<74> FLT^r TCAMS] f^jos S^><^ ^317} ^±.sH 3. 2^ H^^i ^-^-g- 

TCAJMH1 °\W S. 3°ltf. 
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<75> [S. 3] 



<?!!MeJ 






^0|0| 


l 


00V110* 


f 


5 


2 


OOVll* 


e 


4 


3 


10V1* 


g 


3 | 


4 


ovoi* 


d 


3 


5 


0710* 


c 


3 


6 


OVl* 


b 


2 


7 


voo* 


a 


2 



^tt 3M iL^JI, °13£r 2«M<*IH ^sflfi] ^ej^-g. ^]^>7l 

51 8a ^ 51 8b^r £ 5^ ^ff-^^ W ofl^H 

3fe k-way search* ^* r 7l ^^£0]^, 2^^ €■ aH 5 -*}^- 

k-way search^ k#-8r *l]5L5l SlB] ^H^o} a7 ]ofl 4^ ^fl^tf. ^.sHl 
^ k^ 

^«fl TCAM°fl ^<H^tK TCAM^-S^-e^ f^£- tM-ofl ^sH^ ^ 23H3<>1H ^ = 

Efl*}o} 4^15] ^ HHUH^r ^ °fl5le) cfl^^oll rrfej-A^ k - way ^ 
^ Bel)f ^-g-W. ^11- Ss]^l i(i>l)«i^ efl^H hz.^.( a )7} 
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f^(El ~ E8)^§: 77fl ^tH^Cll ~ 17) ol <£°]^. <£&\&-$r ^j%0>}7) 

$\n 3-way ^^HB]# °l-g-^>^, £ 8b^l M-b}-M1 B&|^S7> £<H*14. °} 7 A^ 

4711^1 £±= 2efloH HeH^. k-^oiE^ k -i i^cf. 

ifl^- -i-s-ofl^ XSl^fe k-way ^HH^H aV^^l , 3 = (leaf) 

m.^o\]*\ £?) E ^ ^JEL3l*§HeH^ cf-g- efllS lc = S ^Al^-cf. k-way 3^B2W*1 

^-B-ir^-(x)S^-E^ Al^tVtl-. PI- x«ll 27B^ f^(E3, E6)^- tilm^-o. 

3.^, ZL# AVol^ Es < p <E6 o] - oiq. ^lEi^(I3)Sl- ^ li 

9lt]7} ^JBell'gBsl^ cf-g- Ell^oll^o) x^c o| 1=^1 «q. 6 > T^t}. 

k-way £^£r efl°J^l ^ €-^l« ^ 14^°J to^^^cf. k-way 3^ Bel 
3 3H<^ ^tt log k M^l 51*11 ^ oiji, M^r <yB^5l ^olcf. k-way 3^ B 

eH*1 z^-z^ M.^*- 7ia. ^olj7 ( ^go] s];«=/5HH ^^1 tfl^ 

^ pila^ *]4~g- ^iLS ^HlH , ^^^oV, ^£sl ^^21 ^ 

k-way ^^Hel^l eflol^^ ^ ^.sj^t].. <^ 7 }^\ k ^ ^ « 37H1 ^ *fl *ll ^ jl 
1-^-371^ nfls.^ cfl«#^l ^1*11 ^^tf. 

s «.Bl Aj^^-cl-. ell<yxl ^ 2}-!- ^v- ^^di ^ig-^ jr > ^ sj.^^. ^ofl §>u)-^ 

ell^ofl *l*8*|-jl t k-way 3^£r ^tEf ^1 ^*fl ^*|^cf. ^ 

43 £■ slS i^=7> #ol 4^1=1-. 
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3^ 4* fl^-. 
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1] 

^3g = # s^-g. 31 #3 ^-1^ ^^efl^B 

4H*H 4M*Rr ^e^; £ 

*r3l*M, IP <Hi=-31i ^o.^. tfl^sl^ £2]^ 

i ^-^^r *i el 1*> ^-71 l*} £fHM ^TisH noil efloi 

[3^* 2] 
[^Jt 1 * 3] 
[^T 1 * 4] 

A o v 7l 1*> g-fi-Jffe- = ZL^-g- 3^*Rr TCAM^- A>-g- 
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5] 

A oM 2*> M-^fe ^ ^53)^1 4^ k^-fr k-way search^* a> 

6] 

^£1^ ^-71 I5£ 7fli^ ^ #7} 4^2} 7< §A1^} 

[$^* 7] 

*n i%hi si^h, 

^. 7 ] ^cefl^H^^ 1zl#^ ^j=7> ^efl^ofl i^Bfq-zL *fl 2zl1-^ ^ = ^ 
8] 

*H 1W SH-M, 
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[^t 1 * 9] 

*H-o} efl^s.^ s.^ o. s ^ ^^efl^H^l- al-g-tb sfl^M-tf 

*1. 

10] 

*fl 2#7|j; * 

HE^i -t^o] ^*fl^l ojJjL, eflo]^l ^1 3^7fl;-& i^>^ 

11] 

^ 10%H1 &°H, 
12] 
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13] 

*H 10%H1 5a<H>H, 

efl^S.^ ^7fl*Rr ^-g; ^ ^^efl^H^l- ol-g-tt sfl^^ft^. 
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IS. 1] 



Ft trie 



— Query path (001 ,1 10) 
— Query iath (00 1 ,000) 

— Switching Pointer 




[£ 2] 




too, no, vn 



oio.;oii,ioo.ioimi 



Rl 



R4 



R5 



000.. 001 



iqo.ni 



R7 



R2 



(Oil, 101) 



R5 



Classifier result : R1 (higher priority) 
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[51 3] 



2^ — 2 1ZB 




iT _o12 



2' =2 



Simple one-step class igi cat ion 



2 s *2 



|13 




T_o12 



2 T =2 



Phase 0 Phase 1 Phase 2 Phase 3 



[51 4] 







vJL, 


TT 




TT 


eg 




2H 


2! 




5! 


1 




2 



20 



20 



(12) 



5! 
K 



20 
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5] 



r- 
i 
i 
i 
» 

! 41— d TCAM 

l 
I 



ir 



42— ~ SSRAM 




SSRAM(QDR) 



SORAM(DOR) 



QUSBI 2JEiffl|0| 
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